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Note: i) Question paper consists of Part A, Part B.
i1) Part A is compulsory, which carries 25 marks. In Part A, Answer all questions.

l.a)  What is Phishing? Explain.
b) Differentiate between active and passive scanning.
c)  What are manned checkpoints?
How to; defend against insider attacks? B
- What are:the different types of buffer overﬂows‘?
Explam the Dradis Framework. " -

g)  What are Command injection vulnerabilities?
h)  Write about the ethical reverse engineering.

1)  What is design vulnerability?

1) What are the limitations of Honeypots?

3.a)  Describe the process of conducting a social engineering attacks.
b) How to defend aga1nst somal englneerlng attacks‘? Dlscuss

OR

OR

5.a)  What are insider attack? How are they tested?
b) How Metasploit’s Meterpreter is used for penetration testing? Explain.

7.a)  List and explain the steps followed for the exploit development process.
b)  Explain the process of writing Windows Exploits with suitable illustrations.

OR

2.2) Why do you need to understand your enemy S tactlcs‘? Explaln
b)  What are the common attacks used in penetration testing? Discuss.

i-.How te explomng, Chent Slde vulnerabﬂltles w1th Metasplmt‘7
With examples, explaln automating and scripting Metasploit.

Write the testing.plan for.a penetration testing and explain:.
i,Epram about Safe Stmcrured Exceptlon Handhng (SafeSEH)
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111) In Part B, Answer any one questlon from each un1t Each questlon carrles 10 marks
" and may have-a, b-as sub questions: A A A




8.a)  Discuss about the common forms of injection vulnerabilities.

b)  What is source code analysis? Explain about source code auditing tools. [5+5]
... OR e,
;’What are SQL mjectmn vulnerabil1t1es‘?__9}”scuss them in .qg.aﬂ S
“What/is reverse engineering? Why should we bother about reverse engmeermg‘? Dlscuss,
[5+5]
10.a) Write a detailed note on Mozilla Security team Fuzzers.
b) Define Malware and about different types of Malwares. [5+5]

OR
‘How to'protect yourself from Clignt-Side exploits? DlSLlth_
"-.D1scus‘; about the latest trends in' Honeypo‘r technology.
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